Ha ocHoBy unana 8. 3akoHa o uHdopmaumoHoj OesdbeanoctH (.,Cayxbenn raacHuk PC”, Gpoj 6/16, 94/17 w
77/19), unana 2. Ypenbe o Onvxem caapkajy akra o 6e30eaHocTv MHPOPMALMOHO-KOMYHUKALMOHMX CHCTEMA 071
noceOHOr 3Ha4aja, HAYHHY NPOBEPE U caapikajy u3BewTaja o nposepu 6e36eHOCTH HHPOPMALIHOHO-KOMYHHKALIMOHHX
cucrema oa nocedHor 3Hauaja (,,Cn. rnacuuk PC™, 6p. 94/16) (y namem tekery: Ypenba) . unana 119. cras 1. tauka |.
3akoHa 0 ocHOBama cucTeMa obpasoBatba M BacnuTama ("CayxOenn rnacuuk PC" 6p. 88/2017, 27/2018- apyru 3ako.
10/2019,27/2018- apyru 3akon, 6/2020, 129/2021 u 92/2023), Ilkoncku oadop Texuuuke wkone y CmeaepeBy Ha
ceaHMUH oapxkaHo) aaHa 15.10.2024. roaune, aoHeo je

ITPABHITHHK

O BE3BE/ITHOCTH
HHO®OPMAILJHOHO-KOMYHHKAITHOHOI CHCTEMA

YBoaue oapeade
Yaan 1.

IlpaBunHukom o 6e30eaHOCTH HHPOPMALIMOHO-KOMYHHKALMOHOr cucTema (y AabeM Tekcty: [lpaBuinuk). vy
ckiany ca 3akoHom 0 WHbopmalHoHoj Ge30eaHocTH (y Aabem TekeTy: 3akoH) U Ypeabom, yTephyjy ce Mepe 3awuTe,
MPUHLKITK, HAYHH W NPOoLE/lype NOCTH3aka | OJpykaBatba aAekBaTHor HUBoa Ge3beanocTH cucTeMa, kKao W osnatiherba
M OArOBOPHOCTH Y Be3H ca Oesdeanowhy v pecypcuma HHPOPMALIHOHO-KOMYHHKALMOHOT CHeTeMa (y Ja/beM TeKCTY:
HKT cucrem) Texnnuka wkona y Cmenepesy (y aasbem tekery: Lllkona).

Tepmunu Koju ce Kopucre y oBoM [lpaBUnHHKY, a KOJH HMajy pPOAHO 3HAyere, H3PAKEHH Y
rpamMaTH4yKkoM MYILIKOM POy, NOApa3yMeBajy NPHPOIHH JKEeHCKH W MYLIKH [10J1 JIM1A HAa KOje Ce OIHOCE.

Ynan 2.

Mepe nponucane oBum npaguinukom ce oanoce Ha MKT cucrem lllkone, Ha cBe 3anocnexe - KOPHCHHKe
“MH(pOpMATMUKHX pecypca, kKao u Ha Tpeha nuua koja kopucte HHpopmaruuke pecypee Lllkone. [Moa UMKT cucremuma
cmarpajy ce JUCTI, CTTUPH, EC-aneBuuk, E-dakrtype, [Topran Japunx nabasku, YOUCyIT, Ynpasa 3a tpeszop).

HenowrroBawe oapeabH OBOr MPaBHIHHMKA MOBAAYH JHCLMIUIMHCKY OATOBOPHOCT 3arOC/IEHOr - KOPHCHHKA
MH(OPMATHYKHX pecypca.

3a npahewe npumene opor [lpaBunnuka obaBe3syje ce 3anoc/ieHH KOJH je WMEHOBaH OIYKOM AHpPeKTopa
[lkone (y nasbem texcry: oneparop HKT eucrema).

Yaan 3.

[Nojeaunu repmunn y cmucay [lpasuianuka umajy cienehe sHauerbe:

1) uapopmaunono-ckomynukannonn cuerem (MKT cuerem) je TeXHOMOWKO- OpraHu3alioHa LelMHa Koja
ofyxsara:

- elIeKTPOHCKEe KOMYHHKALIHOHE MPEKE y CMHCITY 3aKOHA KOjH ypelyje eleKTpoHCKe KOMYHHKaLKje,

- ypehaje wnu rpyne meljycoGuo nosesanux ypehaja, TakBuX Aa ce y okBupy ypehaja, OAHOCHO y OKBUPY
Gapem jeanor w3 rpyne ypehaja, Bpuum ayromarcka oOpasa nojaraka kopuihemem padyyHapcKkor nporpama,

- NOJATKe KOju ce noxpaibyjy, oOpalyjy. nperpaxyjy wiu npesoce nomohy cpeacrasa msanuueje 1. u 2. oge
Tayke, a Y CBPXY BUXOBOI paja, ynorpede, 3aluTHTE HIIM OAp:KaBarba,

- OpPraHM3alMOoHY CTPYKTYpY nyTem Koje ce ynpasba MKT cucremom,

2) undopmannona Gesdeanoer npejicTaB/ba CKyn mepa koje omoryhasajy Aa noaaum kojuma ce pykyje
nyrem MKT cucrema Oyay sawrtuhenu oa HeosnawleHOr npHCTyna, Kao M Ja C€ 3AWUTHTH HHTErPHTET,
pAcroNOKHBOCT, Ay TEHTHYHOCT W HENOPELMBOCT THX rojaraka, ja O Taj cueteM (QyHKUHOHHCAO Kako je npeasubeno,
Kaza je npeauheHo U NoA KOHTPOJIOM oBjlalNeHux auua,

3) TajHOCT je CBOJCTBO KOje 3HA4H /1a MOJaTaK HHje A0CTynaH HeoBaawheHum auLuma,

4) MHTErpATET 3HA4YH O4YBAHOCT H3BOPHOI CalpsKaja i KOMIUIETHOCTH N0aTKa,

5) pacmoJiokHBOCT je CBOJCTBO KOj€ 3HA4M Ja je Nnoaarak A0CTynaH v ynorped/bHe Ha 3axTes ophatheHnx
JIMLA OHJA Kaja uM je norpeda,

6) ayTeHTHYHOCT je CBOjCTBO KOje 3HauM ja je Moryhe npoBepHTH W NOTBPAMTH /1a j€ NoJaTaK CTBOPHO HIIH
NOCJIa0 OHaj 3a KOra je AeKIapUCaHo J1a je Ty pajiby H3BPLUHO,

7) memopeunBocT npeacraBba cnoco0HOCT AOKasuBawa Aa ce Aoroawna oapehena paama wam aa je
HacTynuo oapehenn norahaj, Tako aa ra HakHaaAHO HHje Moryhe nopehn,

8) pusux 3naun moryhHoct Hapywasamwa uHdopmaurone Ge3beaHOCTH, 0AHOCHO MOryRHOCT HapyluaBarba
TAjHOCTH, HHTErPHUTETA, pacMO/OAKHBOCTH, AYTEHTHYHOCTH WM HEMOPELMBOCTH MOJaTaka WIH HapyllaBatba
ucnpasHor ¢pyHkunonucama HKT cucrema,

9) ynpaB/bame PH3HKOM je CHCTEMAaTH4YaH CKYN Mepa KOJH YK/byuyje IUIaHWpame, OpraHu3oBame M
ycMepaBaibe akTHBHOCTH Kako Ou ce 00e30eau10 1a pU3HLM OCTaHy Y MPOMHCAHHM H NPHUXBAT/BMBHM OKBHPHMA,

10) unnnaenT je yHyTpawimba WK CMO/bHA OKOAHOCT WK Jorahaj KOJUM ce yrpoxasa WM Hapyllasa
unopmaoHa desbeanoct,



11) mepe samrure MKT cucrema cy TeXHHUKe M OpPraHM3allioHe Mepe 3a ynpassbare Ge3deaHOoCHHM
puszruuma UKT cucrema,

12) rajuu noparax je nojataxk KojH je, y ckiazy ca nponMcHMa O TAJHOCTH NojaTaka, onpehen u ozHauen
oapehieHHM CTENEHOM TajHOCTH,

13) HKT cucrem 3a paa ca tajuum nogaunma je MKT cuctem KOJH Je y cKialy ca 3akoHom oapehen 3a pan
ca TajHUM nojauuma,

14) xomnpomutyjyhe enexrpomarnerno 3pauemwe (KEM3) npencrassa HEHAMEPHE EJIEKTPOMArHeTHe
EMHCHje NPHIMKOM MpeHoca, o0paje WK YyBarba NOAATAKA, YHHM NPHJEMOMM AHATHIOM Ce MOJKE OTKPHTH cajpikaj
THX 10JaTaKa,

15) Gesbeanocna 30ma je NPOCTOP MM NPOCTOPHjA Y KOjOj C€, Y CKJIaLy ca NPOMMCHMA O TAJHOCTH MOAATAKA.
o0pabyjy v uyBajy TajHH nojauM,

16) undopmaunona aobpa obyxsatajy nojatke y jarorekama W 0asama [ojaraka. nporpaMcku Koz,
KOH(HrypaLmjy XapABEPCKHX KOMIIOHEHATa, TEXHUYKY H KOPHCHHYKY JOKYMEHTALH]y, YHYTpallitba ONLITA NpaBuia,
NPOLEIYPE H CIHYHO,

17) Backup je pesepeHa konuja noaaraka,

18) Download je TpaHcep noxaraka ca LeHTpaIHOr padyyHapa i web MPEe3eHTALM]E Ha JIOKAIHH pauyHap,

19) USB nin durem memopuja je criosbaliibi MEIMjyM 3a CKIAAMILITE e 1101aTaKa,

20) CD-ROM (Compact disk - read only memory) ce KOPHCTH Kao MEAHjyM 3a CHHMatbe MOaTaka.

21) DVD je onTHYKHM AMCK BHCOKOT KANALMTETA KOjM C& KOPHCTH KAo MEH]yM 3ackIajHILITEE N01aTaKa.

Mepe 3amrnre
Yaau 4.

Mepama 3awrute MKT cucrema ce o6esbeljyje npeseHumja o1 HacTaHKa MHLMAEHATA, OHOCHO npeBeHLKja 1
MHHHMH3aUKja WTETe O MHLIMACHATA KOjH YrpojKaBajy BpUICHe HALICKHOCTH H 00aB/balbe 1EIATHOCTH, A N10CEOHO Y
OKBHpY Mpy7Karba yC/ayra ApyruM JHLHMA.

1. Opraunsaumua cTpyKkTypa ca yrsphennm nocioBuMa u 01roBopHocTHMA
3aM0CJIeHHY, KOjOM ce ocTBapyje ynpas/bame undgopmaunonom 6esdernomhy yoxsupy Ilkoe
Yanau 5.
Csaku 3anocneny - kopucuuk pecypea MKT cucrema je oarosopan 3a Gesbemnoct pecypea KT cucrema Koje
KOPHCTH paau 00aBibakba N0¢/I0Ba W3 CBOjE HAUIEKHOCTH.
3a KOHTPONY M Haa30p Hajl 00aB/bakEM TMOC/IOBA 3AIOCAEHHX-KOPHCHHKA, Y LIH/bY 3aWITHTE W Ge30eHOCTH
HKT cucrema, kao u 3a obassbatbe nocnosa u3 obnactu Gesdennoern uenokyntor MKT cherema Llkone, 3aaysken je
onepatop UKT cucrema.

Yaau 6.
[loa nociiosuma 13 oGnactu 6e3deanoctn yTephyjy ce:
. MOCJIOBH 3aLUTHTE HHPOPMALMOHKX 106apa, OZIHOCHO CPEeJICTaBa HMOBHHE 3a HAA30P HAZ NOCIOBHHM
npouecHma o/ 3Hauaja 3a MHpopmalmony GesbeaHocT,
. MOC/I0BH yrpaB/batba pu3nLMMa y obaacth uHpopmaumrone 6e36e1HOCTH, Kao U NociosK npeasuhenn
npoueaypama y obnactv undopmaunone 6e36eaHOCTH,
. nocsosu oHemoryhasaia, OIHOCHO cripevaBara Heosnalwhene WaM HeHamepHe WiMeHe, oiurtehera

WK 3710ynoTpede cpeacTasa, 0OAHOCHO WHpopmaumonnx aoGapa MKT cucrema Lllkone, Kao M NpHCTYI, M3MEHE MM
KopHihere cpeacrasa 6e3 opnaiuhersa u 6e3 eBueHLHje O TOME,

° npaherbe aKTHBHOCTH, PEBH3HjE M HAA30pa Y OKBHPY YrpaB/bata HHpopmaunonom Ge3bentouhy,

° obaBeluTaBarbe HaANEKHKUX oprana o uuunaentuma y MKT cueremy, y cknany canponucuma.

Y cayuajy ununaenta onepatop MKT cucrema, obasewrasa anpekropa Llkose, koju y ckiay ca nponmckva
obaBelITaBa HaVIeKHE OpraHe y LMJbY peliaBatba HacTanor 6e30e10HOCHOT HHLIMICHTA.

2.Be3beanocT paaa Ha Aa/bHHY W ynorpeba moGuanux ypehaja
Yaan 7.

HepeructpoBahn KopucHuLM, myTem MOGHAHKX ypehaja MOry /1a npHCTyrie camo OHUM AE10BHMa MPEXKe KOjH
¢y KoH(urypucanu Tako na omoryhasajy npuctyn MHTepHeTy ain He W [enoBMMa Mpeke Kpo3 KoOjy ce obasiba
cnyxbeHa KOMyHHKaLHja.

3anocnenu-kopucHuum pecypea UKT cucrema, mory myrem moGuannx ypehaja, koju cy y BJIACHHLLTBY
Llkone, u koju cy noaeuwenn oa crpane oneparopa MKT cucrema, aa npuctynajy camo oHum aenosuma MKT
cucTema Koju M omoryhasajy ofassbaibe pagHMX3a1aTaka y OKBHPY HHXOBE HAUIEKHOCTH.

3anocneHoM-KOpHCHHKY, 3a0pareHa je camocTanHa MHcTanauMja codTBepa M NOACIIABAME MOGHAHOL
ypehaja, kao u 1asawe ypehaja apyrum HeonawheHum JUMMa (Ha YCyry, cepBHCHpaLbE H ¢il.)

Oneparop MUKT cuctema, cBakoJHeBHO KOHTponuwie npuctyn pecyperma MKT cucrema u npoBepasa Aa Jiu
MMa MnpucTyna ca HenosHatux ypehaja (ca nenosnatux MAC azapeca).

[Mpueryn pecypenma MKT cuctema, ca npusatHor ypelaja, Huje 103BO/beH, OCHM ako je ypehaj y BracHuIuTBY
Ikone, owrehen 1 Huje 0Ge30ehena 3amena, kaza ce MPUCTYN BPLUK MO KOHTposom onepatopa MK T chetema.



3. OGesbehusame na amua xoja xopucre MKT cucrem oanocno ynpasmpajy UKT cucremom Gyay
0¢n0cod/beHa 3a 0CA0 KOjH pajie u pasymejy CBOjy 0AroBOpHOCT
Ynan 8.

HMKT cuctemom ynpasibajy H CHCTEM KOPHCTeE 3anocieHH y ckiajly ca saskehom CHCTEMATH3ALIMjOM paHHX
MecTa.

Onepatop MKT cucrema je aysxan na csakor HososanocneHor-kopuchuka WKT pecypea ynosha ca
OAroBOpHOCTHMA M npaBunMMa kopHuhewa UKT pecypea Llkone, aa ra ynosua ca npasuiuma kopuwhersa pecypea
HMKT cucrema, kao v 2a BOAM €BHACHUM]Y O M3jaBaMa HOBO3AmNOC/EHHX - KOPHCHHMKA Ja CY YNO3HATH ca MpaBHIMMa
kopuuhersa UKT pecypca. Obpasau M3jase je cacraBuu aeo osor [Npasunnuka.

Ceako kopuwhewe HKT pecypca lllkone oa crpade 3anociieHOr-KOpHCHMKA, BaH A0/e/beHHX OBaauifera,
MOJUIEXKE AHCUMILIMHCKO] OArOBOPHOCTH 3aOC/IEHOr KOjOM Cele(hHHHIIE OArOBOPHOCT 3a Heobnawheno kopuiuherse
HMOBHHE.

4. 3awTHTa 011 PH3HKA KOjH HACTAjY NPH NPOMEHAMA MOC/I0BA HJIH NPECTAHKAPALHOT AHTAKOBAILA
JHua 3anociaenux koj oneparopa HKT cucrema

Yaan 9.

Y ciyuajy npectaHka pajHOr aHrakoBawa KOPHCHHKA-3aTIOC/ICHOT, KOPHCHHYKH HAlOrce yKHa.

Kopuchnk MKT pecypea, Hakon npectanka pajHor aHrakoBarba y LLkou, He cMe 1a0TKpHBa nojarke KOJH Cy
0/ 3Ha4aja 3a uudopmaunony Geszdeanoct UKT cucrema.

5. Uaenrnduropame undopmaunonnx godapa u oapehusame OAr0BOPHOCTH 34 HBHXOBY 3aIUTHTY

Yaan 10.

Hugopmaunona no6pa Llkone cy cBH pecypen koju caapike nocsiosre undopmauuje Ilikose, oaHOCHO myTem
KOjHX Ce BPLUH W3paja, obpaja, uysakbe, npeHoc, Gpucatbe W yHuwTasate nogataka y MKT cucremy, yKbyuyjyhu cee
C/ICKTPOHCKE 3anuce, pauyHapeky onpemy, mobunue ypehaje, Gase nojaraka, noc/ioBHe anaukaumje, KOHGUrypawmjy
XapABEPCKHX KOMIIOHEHATA, TEXHUYKY W KOPHCHMYKY AOKYMEHTallMjy, YHYTpallibe MPaBHIHKMKE KOjH Ce 0JHOCe Ha
HKT cucrem u ci.

Esuaenunjy o nndopmaunonum noGpuma soan onepatop MKT cuctema, y nanuphoj wam €JIEKTPOHCKO)
thopMmH.

Ilpeamer 3awrure cy:

* xapasepcke H codreepcke komnorente MKT cucrema,
* noaauM koju ce obpalyjy unu uysajy Ha komnonentama UKT cucrema,
*  KOPMCHHMYKH HAJIO3M W PYrH MOAALM 0 KOPHCHHLMMA HHopmaTHukuX pecypea MK Teucrema.
6.Kaacudurobame nojaraka Tako 1a HHBO IbHXOBE 3aLITHTE 0ATOBAPA 3HAYAJY MOAATAKA Y CKAALY Ca
HAYEIOM YHPAB/balba PH3HKOM K3 3aKona
Yanan 11.

Monaun koju ce wnanaze y MKT cucrtemy npeacraebajy TajHy, ako ¢y Tako JAeMHHCAHH MOCEOHHM
MPONHCHMA.

[Monaun koju ce osHaue kao Tajuu, mopajy Gurw sawrnhenu y ckiamy ca oapeabama Ypeade o noceGHum
Mepama 3alUTHTE TajHHX MojaTaka y WHQOPMALMOHO- TeNeKOMyHHKauHoHuM cuctemuma (,,Ca. Mnachuk PCH, op.
53/2011).

7. 3awTHTa HOCA4A NOAATAKA
Yanan 12.

Oneparop UKT cuerema he yenocraentd opranusaiujy npHCTYna i pajia ca nojaluuma, noceGHO OHUMa KOjH
Oyny o3HaueHH cTeneHOM Cy)KOEHOCTH HIIH TAJHOCTH Y CKJIay ca 3aKOHOM O TajHOCTH M0aTaKa.

EBnaenumjy Hocaya Ha kojuma cy cHumibeHH nojaum, Boau oneparop MKT cuctemaun tumenuju Mopajy Guru
MPOMHCHO 0DENEIKEHH H OTOIKEHH Ha MeCTO Ha kome he Gury sawTnhenn oa HeornawheHor npuctyna.

Y cay4ajy TpaHcnopta Meadja ca noaaumma, aumpekrtop Llkone oapehyje oarosopHy ocoby M HaumH
TpaHcnopra.

Y cnyuajy ucTeka pokoBa HyBarba 1oJaTtaka Koju ce Hajase Ha MeAMjUMa, MojalK Mopajy GHTH HEernoBpaTHO
obpucaHy, a ako To Huje Moryhe, TakBu MeHjH MOpajy GUTH Qu3uukHOITEREHH, OJHOCHO YHHILITEHH.

8. Orpanuuere NpHCTYNA NOAAUKMA H CPEACTBHMA 32 06PALY NOAATAKA
Yaan 13.

[lpuctyn pecypeuma MKT cuerema oapeljeH je BpeTom Hanora, OAHOCHO A0A€/bEHOM YJIOFOM KOjy 3anoc/ieHu-
KOPHCHMK HMa.

3anoc/ieHH KOjM MMa A/IMHHMCTPAaTOPCKH HAIOr, MMa Mpasa npucTyna csum pecypeuma MKT cucrema
(COpTBEPCKHM M Xap/ABEPCKMM, MPEXKH H MPEXKHHM PECypeHMa) y Lnsby HHCTaZaUMje, OApiKaBakba, Mo/eIlaBamba H
ynpasbama pecypcuma UKT cucrema.

3anoc/ieHH-KOPHCHHK MOJKe 12 KOPHCTH CaMO CBOj KOPHCHHYKH HAJIOT KOj# je 100M0 011 aAMHHMCTPATOPA H He



cme na omoryhu apyrom auuy kopuiuhierme HeroBor KOPHCHHYKOT HANOrE, ceM aJMHHHUCTPATOPY 3a MNOoAeIlaBaH:e
KOPHCHHYKOT MpojK/ia 1 pajiHe CTaHHLIE.

3anoc/ieHn-KOPHCHUK KOjM Ha OWNO KOjW HauMH 3710ynotpebu npasa, oaHocHo pecypee MKT cucrema,
NOJIEXHe KPHBHYHO] M AMCLMIUTMHCKO] OArOBOPHOCTH.

3anoc/ieHH-KOPHCHKK Ay’KaH je a nowryje u caeneha npasnia oneparopa UKT cuctema, 1 To 1a:

1) kopucTH HH(pOpPMaTHUKE pecypee HCKIBYYHBO Y MOCI0BHE CBPXE,

2) npuxBaTtH j1a Cy CBH MOJALM KOjH C€ CKIAAMLITE, NIPEHOCE WM NPOLECHPA]y Y OKBHPY MH(OPMATHUKHX
pecypea siacHuiuTso Llkone u 1a mory GMTH npeaAMeT HaArIeAamba U Nperieaara,

3) mocTyna ca NOBEP/LUBMM MOJALMMA y CKAALY €A MPOMHCHMA, a NoceGHO NPHIMKOM KOMUpaa H npeHoca
nojaraka,

4) Ge3Geano uyBa cBOje JIO3MHKE, OAHOCHO a X HE 0/1aje APYrUM JIHLIMMA,

5) merba JI03uHKe cariacHo yrepheHuM npasuinma,

6) npe cBakor yna/basarwa 0/l PajiHe CTAHULE, O/4jaBH Ce Ca CHCTEMA, OJIHOCHO 3aK/byda PagHy CTAHHLLY,

7) 3axTeB 3a WHCTanauujy coTBepa MM XapiBepa MOAHOCH Y mNucaHo] (opmH, 0106peH o cTpaHe
HEMOCPEeIHOT PYKOBOAHOLIA,

8) oGesbenu curypHocT noaaraka y ckiafy ca Bakehum nponucuma,

9) npuctyna nHGOPMATHUKMM PECYPCHMA CAMO HA OCHOBY €KCIUTHLIMTHO 10/1€/beHUXKOPHCHUYKHX TIpaBa,

10) we cme aa 3aycrasiba paa uan GpHile aHTHBHPYCHH MPOrPaM, MEHa HeroBENo/CICHE ONLIMje, HUTH
Aa HeosnaliheHo HHCTaNKpa ApYry aHTUBHPYCHH Mporpam,

11) Ha paaHoj cTaHMUM He CMe Na CKITANMIUTH CA/PIKaj KOJH He CAYKHM y NOCI0BHE CBPXE,

12) uspabyje sawrnrHe konuje (backup) nosaraka y cknamy ca nponucaHum Mpoueaypama,

13) kopHCTH HHTEpHET H enekTpoHcKy nowTy y Lllkoau y cknaay ca nponucaHum npoLe/lypama;

14) npuxsati aa CBH NpUCTYNH MHOPMATHYKHM pecypcuma W MHpopmauujama Tpebana Gyiy 3acHOBaHM
Ha NPHHLAIY MHHUMAJIHE HEOMXOAHOCTH,

15) npuxeaTh na TexHuke CHIypHOCTH (aHTH BMpyc nporpamu, firewall, cucremu 3a JeTEeKUHjy ynaja,
Cpe/cTBa 3a WH(pHpatbe, CPEACTBA 3 NPOBEPY MHTErPUTETA M JIP.) Cripevasajy noteHunjante npetwe MKT cucremy,

16) ne cme na wuHcTanupa, MoauduKyje, MCK/byuyje M3 paja WAM OpHILE 3ALUTHTHH, CHCTEMCKH WM
arIMKaTUBHKU coTBEP.

9. Onobpasame opaawhenor npueTyna u cnpeuasaie neopiaamhenor npneryna MKT cucremy n
yeayrama koje HKT cuerem npyxka

Yaan 14.

[TpaBo npucTyna uMajy camo 3anocaeHH-KOPHCHHLIM KOjH HMajy aAMHHHCTPATOPCKE HAHKOPHCHHYKE HaJloTe.

AJMHHHCTPATOPCKH HAJIOF je JeAWHCTBEHW HAIOT KOjUM je OMOryheH MpueTyn W aaMuHMCTpaLMja CBHX
pecypca MKT cucTema, kao 1 oTBapaibe HOBHX M M3MeHa nocrojehux nanora.

AJMHHHCTPATOPCKH HAJIOT MOJKE /1a KOPHCTH CaMO 3anoc/ieHu Ha nociosima onepartopa MKT cucrema.

AJIMHHHCTPATOPCKH HAJION 3a YNIPaB/batbe JOMEHOM H 3a yrnpaB/batbe 6a30M M0aTaka MOJKE 1a KOPHCTH Camo
3anoc/eHu Ha nocaosuma oneparopa MKT cucrema.

KopucHHYKH Hamor ce CacToju O KOPHCHMYKOT HMMEHAa W JIO3HHKE HAa OCHOBY KOTa/jHX ce BpLuM
ayTeHTH(HKaLM1ja — NpoBepa MACHTUTETA W ayTOpPW3alMja — NPOBEpa MpaBa MPUCTYNA, OAHOCHO npasa kopHinhera
pecypca MKT cucrema oa cTpaHe 3anocieHOr-kOpHCHHKA.

Kopuchuykn Hanor aogesbyje aiMHHHCTPaTOp, Ha OCHOBY 3aXTeBa 3aNOC/IEHOr- KOPHCHMKA W 0100petba
Aupexropa llkose, a y ckiaay ca norpebama oGaB/barba NOCTOBHHX 3aaTaKa O/l CTPaHE 3anoc/IeHOr-KOPHCHUKA.

AJIMHHHCTPATOP BOJAH CBMACHLM]Y O KOPHCHHYKHM HAJIO3MMa, NPOBEpaBa bHX0BO Kopuiuhere, Metba npasa
MPHCTYIA W YKK1a KOPHCHHYKE HAIOTE HAa OCHOBY 3axTeBa aupekropa lllkone.

10. Yrsphusame 0ArosopHocTH KOPHCHHKA 32 3AITHTY CONCTBEHHX CPEACTABA 32 AYTEHTHKALN]Y

Yanan 15.

KOpHCHHYKH HANOr ce CacTOjH 0 KOPUCHHYKOT MMEHA M JIO3HHKE,

AKO 3aM0C/ICHH-KOPHCHHUK 110CYMiba /1a j€ JIPYTo JIMLE OTKPHIO HEeroBY JO3HHKY Ay/KaHje 1a HCTY 0Max
H3MEHH,

Heosnawheno yctynamwe KOPHCHHUKOr Hajora Apyrom JIMILY, NOIEKE AMCLMILIMHCKO]OANOBOPHOCTH.

11. Mpeasuhamwe oarosapajyhe ynorpeGe KpunTo3amTHTe pagH 3aITHTE TAjHOCTH,AY TEHTHYHOCTH
0/IHOCHO HHTErPHTETA NoAATAKA

Yaan 16.
[Mpuctyn pecypeuma UKT cucrema Lllkone He 3axTeBa noceGHy KpHITO3auITHTYy.
3anoc/ieHH-KOPHCHHLIA KOPHCTE KBATH(UKOBAHE €eKTPOHCKe ceprHdukaTe 3a C/IEKTPOHCKO MOTIIHCHBAE
JIOKYMEHATa Kao W ayTeHTH(QHKALK]y ¥ ayTOPH3ALH]y MPUCTYNA M0jeAMHHM arIHKaLMjama.
3anocneHH-KOPHCHULIM CY AYXKHH Ja 4yBajy CBoje KBaAM(DHKOBaHE eeKTPOHCKe cepTHMKATE Kako He Ou



AOLIIH Y NOCE APYTHX JTHLA.

12. CseobGyxBarna 3amrura oljekara, HPOCTOPA, NPOCTOPHjA OAHOCHO 30HA Y KOjHMAa ce Hajase

cpeacrsa u jokymenTH MKT cucrema n 06pabyjy noganu y MKT cucremy
Yanan 17.

[pocTop y KOoMe ce Hanase cepBepH, MpesxHa Win komyHukauuona onpema HKT cucrema, opranusyje ca kao
a/IMMHMCTPaTUBHA 30HA.

OcHM aJIMHHHCTPATOpa CHCTEMA, MPHUCTYN aJAMMHHCTPATHBHO] 30HM MOry Mmartd M Tpeha nuua y UMby
MHCTallalKMje W cepBucHparba oapehennx pecypea MKT cuctema, a no nperxoanomonobpersy aupexropa Llkone 1 y3
NPUCYCTBO AJAMHHUCTPATOPA CHCTEMA.

[1pHCTYN aZAMHHUCTPATHBHO) 30HH MOJKE HMATH W 3allOC/ICHH HA MOCIOBHMA O/PXKaBarba XHIHjEHE.

13. OdestehuBamwe uenpaaor H He3beaHor yHKUHOHHCAKA CPeAcTaBa 3a 00paaynoaaraka

Unan 18.

O ucnpaBHocTH W OGe3beaHom QyHKUMOHHCaY cpejcTasa 3a oOpaiy noaaraka OpuHe ce W cTapa oneparop
HKT cucrema.

14. 3awrruTa noaaTaka u cpeacTsa 3a o0paay noaaraka oj sioHamepHor codprsepa

Unan 19.

3awTuTa 0/ 3JOHAMEPHOr cO(TBEpa Ha MPEXKH CHPOBOAM C€ Y LM/bY 3alUTHTE OJ BUpyca W Apyre Bpcre
3JIOHAMEPHOT KOJa KOjH Y pauyHapeKy Mpey MOTY A0CHeTH HHTEPHET KOHEKLMjOM, HMEJ/IOM, 3apakeHHM NPEHOCHHM
meanjuma (USB memopuja, CD WTA.), HHCTANaUMjOM HeluLeHUMpaHor codreepa u ¢l

3alparbeHo je 3ayCTaB/baibe H HCKJbYUHBae AaHTHBHPYCHOT CO(TBEPA TOKOM CKEHHMpatba NPEHOCHUX Me/H]ja.

[lpeHocuBH Meauju, npe kopuwherma, Mopajy OMTH NpOBEpPeHH Ha MPUCYCTBO BHpyca. AKO e YTBPAHM Ja
NPEeHOCHBH MEH] CaJpXKu BUpPYCe, YKOINKO je To moryhe, Bpiin ce uninhermemeanja aHTHBHPYCHHM CODTBEPOM.

Pusuk o1 eBeHTYanHOT ryOMTKa nojaraka npuidkoM uniihierba Meauja ol BUpYca CHOCH JIOHOCH/IALL ME1H]a.

V unsby 3awrthre, ogHocHo ynaga y MKT cuerem Llkose ca unreprera, oneparep MKT cuctema je ayxkan na
0Jp7KaBa CHCTEM 3a CripeyaBarbe yrnaia.

Kopuchuunma koju cy npukbydenn Ha KT cucrem je 3a0pambeHo caMoCTaiHO NpHK/bY 4MBabe HA HHTEPHET.

Kopuchuun UKT cuctema Koju KOpHCTE MHTEPHET MOpajy Ja ce NMpHApIKaBajy Mepa 3aliTHTe 01 BMUpyca H
ynana ca uarepHera y MKT cucrtem, a cBaku pauyHap 4HjW Ce 3aroc/eHH- KOPHCHHK NpHK/bYUyje Ha MuTeprer mopa
6utu oarosapajyhe nosewen u 3awTkuhex, npu yemy noaetasatse Bpin oneparep MKT cucrema.

[Mpunukom kopuinhewa uHTepHera Tpeda nsberasatv cymibuse WEB crpanuue, ¢ o03upom aa 10 Moxke
[pOY3pOKOBaTH NpobiemMe - HeNPHMETHO HHCTATMPatbe LIMKjYHCKUX NPOrpamMa v ClIHYHO,

Henoseosbena ynorpeba unrepHera o0yxeara:

® HCTalMpame, AMCTPHOYLHjY, OrjlalaBame, NPEHOC WKW Ha APYrd HAUMH YMILEHE JAOCTYIHHM . [IHPaTCKUX™
HJIH JIPYTHX CO(TBEPCKHX MPOH3BOAA KOJH HUCY JIMLEHUMPaHH Ha oarosapajyhu HauuH,

® HapyluaBarbe CUIYPHOCTH MPEKe HIIM Ha APYTH HaYWH oHemoryhaBarbe Noc/IOBHE HHTEPHET KOMYHHKaLH]je,

®  HAMEPHO LIHPEHE AECTPYKTHBHHX H ONCTPYKTHBHMX MPOrpaMa Ha MHTEPHETY (MHTEPHET BHPYCH, HHTEPHET
TPOJAHCKH KOH:H, HHTEPHET LIPBH W [pyre BPCTE MANUUMO3HHX coTBEPa,);

®  HeN03BOJbEHO KopHiuhehe APYIITBEHHX MpeXka H APYTrHX HHTEPHET caapiKkaja Koje jé OrpaHHYeHo;

® npeysumame (download) nogaraka Benuke “TeXHHE™ KOj€ NMPOY3POKYje “3arylliere” Ha MpexH,

e npeysumarbe (download) maTepujana saluTHheHHX ayTOPCKHM MpaBHMa,

® kopuiuhere THHKOBA KOjH HHCY Y BE3M ca Moc/IoM (rieaame (PuIMoBa, ay/Io W BUACOCTPEAMHHI H CI1.),

®  HE/I03BOJLEHM MPHUCTYI Calpikajy, MpoMeHa cajapikaja, Gpucarbe WM Npepana caapikaja NPeKo HHTEpHeTa.

KopucHHUMMa KOjH HeaaeKBaTHUM KopuilhemeM HHTEpHETa Y3POKYJY 3arywere, Npekua y paay Wi
HapylaBajy 6e30eaHOCT MpesKe MOKE Ce OJly3eTH MpaBo NPHCTYNA.
15. 3awrruTa ox ryduTka nogaraka
Unan 20.
Basze noaaraka obase3Ho ce apxuBHpajy Ha npexocuse meauje (CDROM, DVD, USB,
Lstrimer” Tpaka, eKCTepHHM Xapj AMCK), HajMare jeJHOM [HEBHO, HEle/bHO, MECEYHO MrOAMILILE, 3a noTpede
o0HoBe Oaze nojaraka.
16. Yysamwe noaaraka o gorahajuma koju mory OuTH 01 3ua4aja 3a Oesbeanocr
HKT cuerema
Ynan 21.
O aKkTHBHOCTHMA aJMHHUCTPATOPA M 3aMOC/IeHHX-KOPHCHUKA BOJE C€ JHEBHMLM akTHBHOCTH (activitylog,
history, securitylog, transactionlog u ap).
17. O6e3behuBame nuTerpuTeTa coPprepa H ONePaTHBHHX CHCTEMA
Unan 22.
MHcranauujy v nogewasawe codreepa Moxke Aa Bpiin camo oneparep MKT cucrema, 0aHOCHO 3anocnenu-
KOPUCHHUK KOjJU MMa oBjaluhetse 3a To.
HMHucranaumjy 1 nojeluasarse codreepa mMozxe aa u3BplKM W Tpehe auue, y cknaay ca Yrosopom o HaGasiiu,



OZIHOCHO onpsKaBaiky codreepa.
[lpe cBake uHcTanaumje HoBe Bepsuje coTBepa, OAHOCHO MOAEIIABAA, HEOMXOMHO J€ HampaBMTH KOMM]y
nocrojeher, kako 6u ce 06e36eauia MOryRHOCT MOBpaTKa Ha MPETXOIHO CTAbE Y Cllyyajy HEOHEKHBAHWX CHTYaLMja.

18. 3awTura ox 3n0ynorpede rexunuknx Gesbeanocnux caadoeru MKT cucrema
Unan 23.
Oneparop UKT cucrema, Hajmame jeAHOM MecedHo a no motpebu  ueiuhe BPUWH aHalH3y JIHeBHHKa
akTuBHOCTH (activitylog, history, securitylog, transactionlog u 1p ) y umsby HAEHTU(DHKaLIKje NOTeHUMjaTHHX ciabocTH
HKT cucrema,

Ykonuko ce uaentudukyjy crabocru koje mory aa yrpose 6esdeanoet MKT cucrema, oneparop UKT cucrema
J€ Ay:KaH J1a 0AMax M3BPLUK MOAEIIABAA, OJHOCHO HHCTanKpa codreep koju he OTKIOHHTH youene ciabocTH.

Oneparop MKT cucrema Tpeba ja nogeluasarmeM KOPHCHHYKMX TO/MCA. oHemoryhu Heosnauheno
HHCTaNHpate coPTBEpa KOju MOKe 0BECTH 10 yrposkaBatba 6e3beanocty MKT cucrema.

19. OGesbehusame aa akrtusmoctn ma pesmsuju MKT cucrema HMAjy WTO MakH YTHUA] HAa
(pyHKUHOHHCAIbE CHCTEMA

Ynan 24,

Pesusuja MKT cucrema ce MOpa BPIIMTH Tako a MMa LITO Mam YTHLA] HA MOCIOBHE NpoLece KOPHCHHKA-
3an0c/eHHX. YKOIMKO TO HHje Moryhe y pajiHO Bpeme, OHAA ce BPLIM HAKOH 3aBPLUIETKA PagHOr BPEMEHa KOPHCHHKa-
3anoc/eHHX, Yuji O NoCI0BHM npouec GHO OMeTaH, y3 NPETXO/AHY CaracHOCT aupekropa Lllkosne.

20. 3awTHTA HOAATAKA Y KOMYHHKANHOHHM Mpexama yrk/byuyjyhu ypehaje usonose

Ynan 25.

KomyHukaunonn ka61081 1 kab0BH 3a Hanajare MOpajy GUTH MOCTAB/LEHH Y 3HAY WK KaHalHUaMa, Tako 1a
ce oHemoryhu HeosauheH NPUCTYN, OHOCHO J1a ce H3BPLIK H30NaLMja 0a Moryher owrehersa.

beskuuna mpeka kojy mory aa kopucte nocernoun Llkose, Mopa GuTH oaBojeHa o1 MHTEpHE Mpexe Kojy
KOPHCTE KOPHCHHLIH 3aMOCIeHH H KPO3 KOjy C€ BPLUM pasMeHa cy:kO0eHuX nojgaraka.

21. BesGeanocT mojaraka Koju ce npexoce yuytap oneparopa MKT cucrema, kao uusmehy oneparopa
UKT cucrema u anua Ban oneparopa MKT cucrema

Unan 26.

Pasmena noaaraka ca Munmcrapetsom npocsere u Lllkonckom yrnpasom BPUWIK Ce ycKaany 3akoHOM o
OcHOBama cucTema 00pa3oBarba U BACIIHTAIbA.

22. MNurawa undopmannone Ge30eAHOCTH Y OKBHPY YHPABbAILA CBHM paszama KHBOTHOI UHKJIYCA
HKT cucrema 01H0CHO 1€/10Ba cHeTeMa

Unan 27.

Hauun uHcTanupara HOBMX, 3aMeHa M oapxkaBare roctojehinx pecypca MKT cucremaon crpate tpehux
/Hua Koja Hucy 3anocnena y Lllkonu, Guhe neunucan yroBopom koju hie GHTH CKION/BEH Ca THM JTHLAMA.

Onepatop UKT cuctema je 3aaysiceH 3a TEXHHYKH HAA30p Haj pealiu3aLmjoM YroBopeHHX obaBe3a 011 cTpaHe
Tpehux auua.

O yenocrasmwawy Hosor MKT cuctema, oaHocHo yBohery HOBHX [€10Ba M M3MeHama nocrojehux nenosa
HKT cucrema onepatop KT cucrema, Boau 10KyMeHTALUH]Y.

JlokymeHTalmja U3 NPETXOAHOr CTaBa MOPA a Ca/ipikn ONUCE CBHX MPOLEAYPa 4 nocebHO npoueaypa Koje ce
oaHoce Ha G6e30eanoct UKT cucrema.

23. 3awTHTa HOAATAKA KOjH Ce KOpHCTE 3a noTpele Tectupaa UKT cueremaoanocuo nesnosa cucrema

Ynan 28.

3a notpebe Tectuparsa MKT cuctema ommocHo aenosa cuctema onepatop MKT cuctema.mome ia KOPHCTH

MOJATKE KOJH HHCY OCETIbWBH, KOj€ LUTHTH, YyBa U KOHTPOJIMLIE Ha 0roBapajyhin HauuH.

24. 3awTuTa cpeacrasa onepatopa UKT cucrema KOja €y J0CTYNHA NPYKAOUHMA
yeayra

Ynau 29.
Tpeha nuua-npysaoun ycuyra uspaze u OApKaBama coTBEpa MOTY MPUCTYNHTH CaMO



OHHM TIOZaLMMA KOjH ce Hasnase y Gasama nmoaaraka koje cy jeo co)TBEpa KOJM Cy OHM M3PaAHIIM,
O/IHOCHO 3 KOje MOCTOjH YTOBOPOM e()MHHCAH NPHUCTYII.

Onepatop UKT cucrema, je oarosopan 3a KOHTpoy NPHCTYNA M HANA30P Had HM3BPLICHEM
yrosopeHux obasesa, Kao M 3a nowrosame oapeadu osor [lpasuiHuka KOJMMa CY TaKB€ aKTHBHOCTH
aedunucane.

25. Ilpesenunja u pearoBame Ha Oe30eIHOCHe MHLHIEHTE, WITO HOApasymMeBa aJleKBATHY
pasmeny nHpopmauuja o Gesbeanocanm caadboernma MKT cucrema, HHIHACHTHMA H npeTmbama

Ynan 30.

Y cnyuajy Gun0 KakBOr MHUMIEHTA KOjH MOe Ja yrposu GesGeaHocT pecypca MKT cucrema,
3aM0C/IeHH-KOPHCHUK je AyskaH Ja oamax obasectd onepatepa MKT cuctema.

[To npujemy npujase onepatop HKT cucrema je ayxan aa oamax obasecti aupekropa Llkosne u
npeaysme mepe y unsby sawrure pecypca MKT cuerema.

YKONMKO Ce pamd O WHUMAGHTY Koju je nedmmmcan Yy cknagy ca Ypeabom o noctynky
A0CTaB/batba MOJdTaKa, JMCTH, BPCTaMa M 3HAa4a)y HHUMAGHATA W MOCTYNKY o0aBewTaBama o
HHUMACHTHMA Y HH()OPMALIMOHO-KOMYHHKALIMOHHM CHCTEMHMA O 1ocebHor sHauaja, (,,Cn. rhachuk
PC*, 6p, 94/2016), onepatop UKT cuctema, je ayskaH 1a 06aBecTH ¥ HALTEKHH oprad aeuHHcaH 0BOM
ypeabom.

Onepatop UKT cucrema BoAH €BHACHLM]Y O CBHM HHUMASHTHMA, K0 W npHjaBamMa WHUKAEHATA,
Yy ckiady ca ypenGom, Ha OCHOBY Koje, MPOTHB OArOBOPHOT JIMLA, MOTY [d Ce BOAE AMCLMILTHHCKH.
MPEKPLIAJHH HIH KPHBHYHH MOCTYMLM.

26. Mepe koje oOesbehyjy womTumymTer 0GaBBamA  HOCAA Y BaHpelHHM
OKOJIHOCTHMA

YUnan 31.

Y ciyuajy BaHPeAHHX OKOJHOCTH, KOje MOTy J1a JI0Beay A0 Mamelutama MKT cuctema H33rpaae
Llkose, oneparop MKT cucrema je aysan na y Hajkpahem poky npenece aenose MKT cucrema
HEONX0/AHe 3a (DYHKUMOHHCAE Y BAHPEIHO] CHTYAUMjH HA PelepBHY JoKauujy, y CKIaay ca niaHom
pearoBarba y BAHPEJHUM W KPH3HUM CHTyalUMjama.

Hismena INpasuaunnka
Unan 32.

Y cayuwajy HacTaHka NpoMeHa Koje MOrY HACTYIHTH YCNea TeXHHUYKO-TEXHOIOMIKHX,
Ka/lpOBCKHX, OpraHu3auMOHKX npomeHa Yy MKT cucremy v norahaja Ha riobasHom M HaumoHanHoM
HHBOY KOjH MOry Hapywutd uHdopmaumoHy 6e3GeaHoct, oneparop HMKT cucrema je ayxkan na
obasectn aupektopa lllkone, kako Gu ce NOKpeHyo MOCTYNAK M3MeHe OBOT MPaBHIIHKKA, Y UHJbY
yHaripehere Mepa 3alliTHTe, HAYMHA W MPOUEAYPa MOCTH3AbA

OAprKaBaiba afekBaTHOr HHBoa Oesbeanoct MKT cuctema, kao u npeucnutueaibe osaawherban
OAroBOpPHOCTH y Be3H ca Gesbeanowhy 1 pecypeuma UKT crcrema.

Ilposepa HKT cucrema
Unau 33.
Ilposepy MKT cucrema spuin onepatop MKT cucrema.
O u3BplLICHO] NPOBEPH CauMIbaBa ce M3BEIITA], KOjU ce A0CTaB/ba AupekTopy Llkose.

[Ipesnasna u 3aBpuna oapenda

Ynau 34,
OBaj NpaBH/IHKK CTyNa Ha CHAry OCMOI AaHa o7 AaHa objaBibHBarka Ha orjacHoj Tabnn ucajry
Llkone.
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